(12) PATENT APPLICATION PUBLICATION (21) Application N0.202341068583 A
(19) INDIA
(22) Date of filing of Application :12/10/2023 (43) Publication Date : 27/10/2023

(54) Title of the invention : CLOUD-BASED DECENTRALIZED ACCESS CONTROL WITH ANONYMOUS
AUTHENTICATION

(71)Name of Applicant :

1)Mr. Dhanaveera Pavan Kumar B

Address of Applicant :Assistant Professor, Computer Science Engineering

Dept., Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Medchal-Malkajgiri-500100. Maisammaguda ----------- =--==-------

2)Malla Reddy Engineering College
Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :

1)Mr. Dhanaveera Pavan Kumar B
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Medchal-Malkajgiri-500100. Maisammaguda ----------- =-=--=-----

2)Ms V.Sreedevi
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Mechal-Malkajgiri-500100. Maisammaguda ----------- =--==-------

3)Ms Asmita Pankaj Ambekar
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
:83382%38888 H041.0067109700, Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),

Mechal-Malkajgiri-500100. Maisammaguda --------=-- =--=-=-----

‘NA 4)Mr. E. Sunil
‘NA Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
:NA Mechal-Malkajgiri-500100. Maisammaguda ----------- =--=-------
5)Ms Veeranalla Siva Pavani
‘NA Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
‘NA Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Medchal-Malkajgiri-500100. Maisammaguda ----------- ===--=-----
‘NA 6)Mr.A.Madhu
‘NA Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Mechal-Malkajgiri-500100. Maisammaguda --------=-- ==-=-=-----

7)Mr.Vinnakonda Jagadish Kumar
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Mechal-Malkajgiri-500100. Maisammaguda ----------- =-==--=-----

8)Mr. Pilli Uday
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Mechal-Malkajgiri-500100. Maisammaguda ----------- =-==-------

9)Ms Beri Madhuri
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Medchal-Malkajgiri-500100. Maisammaguda ----------= ====-=-----

10)Mr. Kurapati Veeranjaneya Varaprasad
Address of Applicant :Assistant Professor, Computer Science Engineering Dept.,
Malla Reddy Engineering College, Maisammaguda (Post. Via. Kompally),
Mechal-Malkajgiri-500100. Maisammaguda ----------- =-==--=-----

(51) International :G06F0021620000, HO4L.0009080000,

classification

(86) International
Application No
Filing Date
(87) International
Publication No
(61) Patent of Addition to
Application Number
Filing Date
(62) Divisional to
Application Number
Filing Date

(57) Abstract :

Because physical resources are shared by unreliable tenants in cloud computing, privacy, security, and access control issues arise. Before outsourcing the data, an
appropriate encryption mechanism with key management should be used to enable secure storage, policy-based file access control, policy-based file assured destruction,
and policy-based renewal of a file stored in a cloud environment. The Attribute Based Encryption (ABE) system is used in this work to provide access to the files using
policy-based file access, which is a decentralized access control scheme for secure cloud storage. The suggested system guards against replay attacks and allows for the
production, alterations, and reading of cloud-stored data. Moreover, the authentication and access control scheme is decentralized and robust, unlike other access control
schemes designed for clouds which are centralized.
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