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(51) International classification

(57) Abstract :

ABSTRACT The capabilities of Artificial Intelligence (Al) evolve rapidly and affect almost all sectors of society. Al has been increasingly integrated into criminal and
harmful activities, expanding existing vulnerabilities, and introducing new threats. This article reviews the relevant literature, reports, and representative incidents
which allows to construct a typology of the malicious use and abuse of systems with Al capabilities. The main objective is to clarify the types of activities and
corresponding risks. Our starting point is to identify the vulnerabilities of Al models and outline how malicious actors can abuse them. Subsequently, we explore Al-
enabled and Al-enhanced attacks. While we present a comprehensive overview, we do not aim for a conclusive and exhaustive classification. Rather, we provide an
overview of the risks of enhanced Al application, that contributes to the growing body of knowledge on the issue. Specifically, we suggest four types of malicious abuse
of Al (integrity attacks, unintended Al outcomes, algorithmic trading, and membership inference attacks) and four types of malicious use of Al (social engineering,
misinformation/fake news, Hacking, autonomous weapon systems). Mapping these threats enables advanced reflection of governance strategies, policies, and activities
that can be developed or improved to minimize risks and avoid harmful consequences. Enhanced collaboration among governments, industries, and civil society actors
is vital to increase preparedness and resilience against malicious use and abuse of Al. Machine learning is an important component of the growing field of data science.
Through the use of statistical methods, different type of algorithms is trained to make classifications or predictions, and to uncover key insights in this project. These
insights subsequently drive decision making within applications and businesses, ideally impacting key growth metrics. Machine learning algorithms build a model
based on this project data, known as training data, in order to make predictions or decisions without being explicitlyprogrammed to do so. Machine learning algorithms
are used in a wide variety of datasets, where it is difficult or unfeasible to develop conventional algorithms to perform the needed tasks.
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